A
KioepOysiHr a00 iHTepHeT-MOOIHT

Ile cywdacHa ¢dopma arpecii, sika HaOyja IIOIIUPEHHS 3
MOSIBOI0O MOOUIbHUX Tene@oHIB, 1HTEpHETY. bynb-ski ii gopmu
MAalOTh Ha METI JOMIKYJIWTH, HAIIKOAUTH YU TPUHUZUTH JIOIUHY
AUCTAHIIAHO, 0€3 (PI3UYHOr0 HACUJILCTBA (Ha BIAMIHY B1J1 OYJIIHTY).
«30po€ro» Oyrnepa CTarTh COIIajlbHl MEpeXi, (Popymu, 4yarw,
MOOUIBHI TeJIE(POHU TOIIIO.

Ha »xanp, Taka (opma IbKyYBaHHS HaOHWpa€ BCE OLIBIIMX
00epTiB. HacTo AITM HE PO3YyMIIOTh, SIK MOXKYTh 3aXUCTUTHUCS Bl
Ki0epOymiHry. buibin Toro, 0aTbKu caMi 4acTO HE PO3yMilOThb, SIK
ceOc¢ MOBOAUTH 1 SKMM YMHOM 3aXHCTUTH JUTHHY. A SKIIO
BpaxyBaTH MIBUAKICTh IMOIIMPEHHS HETaTHBY B 1HTEPHETI, JECKOMY
MOXE 37IaTUCS, 110 3 TPOOIEMOIO HEpEAJIBHO BIIOPATHUCS.



[MpnuynHn KibepObyniHry

[IpuunH y arpecii 0e3114, BOHA MOX€ OyTH BMOTHBOBAHOIO UM
Hemepea0adyyBaHO. Y pEallbHOCTI 4YM B 1HTEPHETI MNPAKTHYHO
OJTHAKOBO PO3KPHUBAIOTHCS CTOCYHKH «arpecop-KepTBa». MexaH13M ix
B3aeMOAll (PAKTMYHO 1ACHTHYHMK. Tak caMO YacTo BOpOKHEYa 3
PEATBHOTO CBITY MEPEXOANTh y BIpTyadbHUU. JIITH MOXYTh 3HATH,
XTO 3HYIIAETHCS HAJ HUMHU B IHTEpHETI. bBylmiHr CbhOTOJHI CTae
K10€pOyJIIHTOM.

AJle HaWCTpalIHIIIE Te, 110 HamaaaTd MOXXYTh HE3HAHWOMII],
AK1 TIEPECIIAYIOTh CBOI MEp3€HHI IUNl. B 1HTEpHETI Iy’kKe IPOCTO
OyTH aHOHIMHHUM, IO IMIABUIIYE IIAHCU CTATH KEPTBOIO 3HYIIAHHS,
00 aHOHIMHICTb nependadyae O€3KaApPHICT.

3anaKyBaHHS MOXE B11I0yBaTHCS Y Oy/ib-IKy TOAUHY JOOHU Ta B
Oynb-aKkomMy Micil. Hauripmmi cueHapid, KOJad 1€ Tpanuioch Y
MOMEHT CAaMOTHOCTI JWUTHHHU. AJXKE MOXE 3HaTHUCS, IO BHXOLY
HEMaE.




PISHOBUAWU KIBEPBYNIHIY

Bukopucmannsa ocooucmoi inghopmauii — BUKpaAJICHHS IIapoOJiB BIJ
IPUBATHUX CTOPIHOK, €JIIEKTPOHHOI TMOMTH JUIi TOJAJIBIINX IOTPO3 UM
PO3IOBCIOKEHHS CIIaMYy.

AHOHIMHI nO2pO3u — AaHOHIM HAJICWIAE JIUCTH MOTPO3JMBOTO 3MICTY
JIOBIILHOrO a00 IIECOPSMOBAHOIO XapaKTepy, OCOOJMBa O3HAKa — HAasBHICTH
HEHOPMAaTHUBHOI JICKCHKH Ta TpyOa MOBa.

Tenegponuni 036inku 3 moeuanuam. He TIIbKU TOrpO3U  JISIKAIOT.
MoBuaHHS 4u J)KaxXaHHS B CIyXaBKy OCHTEXaTh TUTHHY, BOHA HE 3HA€E SIK 1, TOJIOBHE,
B1J1 4YOT0 MOTPIOHO 3aXHUILATHUCH.

Ilepecnioysanna — 11e Moxe OyTH €JIE€MEHT (PI3UYHOrO IepeciiayBaHHS,
3QISIKYBaHHS JOCATAETHCS IUISIXOM PO3CHJIKH IMOBIJOMIICHb HAa €JIEKTPOHHY MOIITY
gy tesieoH. IkigHUKN MOXYTh 30MpaTu 1HQOpPMAILIi0 PO KEPTBY, CIIAKYIOUHU 32 Ti
MOBIOMJICHHSIMH B colMepekax — (oTto, cenadi 3 MicHs o1, po3MOBIAl PO CBOE
KUTTSL.

¥YBara!
CB110MO Ta BiANOBIAAJbHO OLIIHIONTE BCE,
10 BUKJIAJA€ETE 10 MepexKi!
Bce Moke 0yTH BUKOPUCTAHMM NPOTH BAC.



TpoaiHr — po3MilIECHHS TPOBOKAIIMHUX MOBIJOMJICHb
B MEpEX1 JIUIS IPUBEPHEHHS yBaru Ta 30yI)KEHHSI aKTUBHOCTI,
10 MOYKE COPUIMHUATH KOHMIIKT ((hrehMinT).

Xemi-caeminr (happy slapping) — #acmibcTBO
3apaJii  PO3Barv, AaxkTyajibHE 3/€OIBIIOr0 s (PI3UYHOIO
IIbKYBaHHS, IIPOTE€ B IHTEPHETI TAKOXK AKTyaJIbHO, KOJIM MOBA
e Mmpo MopajibHE HACHILCTBO. SICKpaBa OCOOJHMBICTh —
3BUYKA 3HIMAaTH HACWJIBCTBO Ha KaMepy JJjId IOHAJIbIIOrO
PO3MOBCIOJIKEHHST B MEPEKI.

CekcyajibHI NOCATaAaHHS — 3 TIOSBOIO 1HTEPHETY
CEeKCyaJlbH1 3004YCHHS BUMIIIA Ha HOBUM piBEeHb. llemodu,
3aMAaCKyBaBIIMCh M1l (PEUKOBUM IM’SIM YU IPUKUHYBIIUCH
ApyroM OaTbKIB, MOKE€ 3allPOCUTH JUTHHY Ha 3yCTpIid YH
BMBIJIaTH B HE1 Yac Ta MICIIe, KOJIM BOHA Oyde cama.



AK BUABUTK O3HAKMU KibepbyniHry

Kibepmo66iHr mae gekinbKa npoABiB, }KoAeH 3 AKUX
He MO}XHa iIrHopyBaTMu:

e BiAnNpaBKa NOrpo3/inBMx Ta 06pa3NMBOro 3MiCTy TEKCTOBMX NOBIAOM/IEHb;

* po3noBClOAXKEHHS (cnam) Bigeo Ta GOTO NOPHOrpadiuHOro xapakKTepy;

* TpoaniHr (HaACWNAHHA MOrpo3NnBUX, TPybmUx nNOBIAOMANEHb Y COUia/IbHUX
MepeXKax, YaTax UM OHNANH-Irpax);

* [JEeMOHCTPATUBHE BUAANEHHA AiTEeN 3i CNiNbHOT Yy COUMEpPErKax, 3 OH/IanH-irop;

* CTBOPEHHA rpyn HEHABUCTI A0 KOHKPETHOT AUTUHMK;

*  MPONO3uLiA NPOro/sIoCyBaTH 3a YM NPOTU KOTOCb B 06pa3IMBOMY ONUTYBAHHI;

* MNPOBOKYBAHHA NiANITKIB A0 camorybcTBa Ym noHiBevyeHHA cebe (rpynm cmepTi Tuny
“CnHin Knt”);

* (CTBOPEHHA MigpPObHMX CTOPIHOK Yy cCouMeperkax, BWUKPaAEHHA [AaHUX ANnA
bopMyBaHHA OH/IANH-K/IOHY;

* HaacunaHHA d¢oTorpadin i3 BigBepTUM 300paxKeHHAM (AK npaBWAO, AOPOCHI
HaACUNAIOTb AITAM);

* npono3uuii 4o AiTern Hagcunath ix ocobucti dotorpadii BiaBEpPTOro xapaKtepy Ta
3aKJ/IMK A0 CEKCYa/IbHUX PO3MOB UM NEePENUCOK 33 A4ONOMOIo0 MeCeHKePIB.



[lam’aTka 419 3axncTy Big KibepbyiiHry

3L0iNCHIONTE bATbKIBCbKUN KOHTPOAb. PObiTh LLe obepexHO 3 ornaay Ha
BiKkOBi ocobnumBocTi Aiten (Ana MonoAwmx - obmexTe Ao0cCcTyn A0

CYMHIBHUX CaWUTiB, ANA CTapwmx - vyac
bpay3epy).

3acTepirauTe BiA, nepepauvi
IHPpopMauil y mepexi. [1oACHITb, WO €
peyi, NpoO AKIi He TrOBOPATb 3i
CTOPOHHIMMU: npissuue, HOMep
TenegoHy, anapeca, Micue Ta u4ac
poboTn baTbKiB, BiABiAYBAaHHA LUKONWU
Ta rypTKiB — MaloTb byTn 3b6epexeHi y
cekperTi.

BiJ, Yyacy nepernagauTte icTtopito

HaBuYiTb KPUTUYHO CTABUTUCA 4O
IHpopMaLil B iHTepHeTi. He Bce,
WO HAnNUCAHO B Mepexi -
npasaa. AKWO € CYMHIBU B
NOCTOBIPHOCTI - XaW 3anuTyeE Yy
CTapLmnXx.

Po3KkaXiTb NpO npaBuaa NOBeLIHKMU
B Mepexi. B IHTepHeTI BOHM TaKi
caMi, AK | B peasibHOCTI, 30KpeMa,
nosara A0 CMiBPO3MOBHMUKIB.

CtaHbTe npuknagom. OponopginTte
HaBUYKaMum 6e3neyHoro KOPUCTyBaAHHS
iHTepHEeTOM, BUKOPUCTOBYUTE MOro 3a
NPU3HAYEHHAM, i BaLI AITU
POBUTUMYTbL TaK CaMo.




ko auTHHA HOTEpIIae BlJ 3HYIAHb KiOepOysepa, iii Oyae

IyKE€ CKJIAQAHO 313HATHUCS y IIbOMY OaTbKaM 4H Ile Komych. Ha 1e €

JIEKUJIbKA TPUYMH:

* CTpax, IO JIOPOCI1 HE 3pO3YMIIOTh CEHCY MTPOOJIEMH;

* cTpax OyTH BUCMISIHAM Yepe3 OyIIMTO HE3HAYHY MPOOIEMYy;

* CTpax OyTM IIOKapaHUM YM 10 MNOCTPAXIAE€ XTOCh PIAHUNA 3a
«JIOHOC» Ha Oynepa, 0coOJHMBO, SKIIO IbKYBAHHS 3aWIUIM JAJIEKO 1
JWTHHA T11]1 KOHTPOJIEM arpecopa,

* CTpax 3’SICYBaTH, IO «CaM BUHEH» 1 3HYILIAHHS IL1JIKOM CIIPAaBE/IJIHBI.

Sk OaunTe, B OCHOBI BCIX NPHUYMH MOBYAHHS JICKUTh CTpax 3a
ceOe UM ONM3BKHUX. Y CBOK YEpry II€ € HaCIIJKOM 3aHWKEHOI

CaMOOIIIHKH.

bopoTb0y 3 K1I0EepOYyIIHIOM YCKIaAHIOE O€3KapHICTh B IHTCPHET-

IpOCTOpPl, KOJU KOXKEH MOXKE BHJIATH cede 3a Oyab-Koro, He

BIAIIOBIAAIOYM 3a HACH1AKK 1. Halikpaiie 1o MoXXyTh 3p00UTH OaThbKU

Ta BUMTEJl — BUXOBYBAaTH B JUTHHI YIIEBHEHICTh B COO1, pO3Ka3yBaTH i

npo HeOe3neky, OyayBarTu JAOBIPJMBI BIIHOCHMHU. Toal y pasi

BUHUKHEHHS TaKO1 HETaTUBHO1 CUTYaIlll XJIOIMYMK Y1 JIIBYNHKA O/Ipa3y kK

3BEpPTAJINCH MO JOIIOMOTY JIOPOCIUX, ad0 X HE pearyBajid Ha HETaTHUB.




